Holcombe Parish Council Data Protection Policy
1. Introduction
This policy sets out how Holcombe Parish Council collects, uses, stores, and protects personal data. As a public authority, the Council is committed to complying with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. The Council processes personal data to carry out its statutory duties, deliver services, and respond to residents.
2. Scope
This policy applies to all councillors, the Clerk and employees, volunteers acting on behalf of the Council, and contractors handling data on the Council’s behalf. It covers all personal data processed in any format.
3. Data Protection Principles
Personal data must be processed lawfully, fairly, and transparently; collected for specified purposes; adequate and limited; accurate; kept no longer than necessary; and processed securely.
4. Lawful Basis for Processing
The Council processes data under public task, legal obligation, consent, contract, vital interests, or legitimate interests (where appropriate).
5. Types of Personal Data Processed
Examples include contact details, correspondence, planning comments, employee and councillor data and website enquiries. 
6. Data Subject Rights
Individuals have rights to access, correct, delete, restrict, or object to processing; data portability; and to withdraw consent. Requests must be acknowledged within one month.
7. Data Retention
Data is retained only as long as necessary, following NALC/SLCC guidelines, legal requirements, and the Council’s retention schedule.  To ensure that personal data is kept no longer than necessary, all personal data is subject to an annual review.
8. Data Security
The Council ensures secure storage, password protection, backups, limited access, and secure handling of emails and devices.  Access to personal data shall be limited to personnel who need access and appropriate security should be in place to avoid unauthorized sharing of information.  When personal data is deleted, this is to be done safely such that the data is irrecoverable. 
9. Data Breaches
In the event of a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, personal data, the Council shall promptly assess the risk to the subject’s rights and freedoms and if  appropriate, report this breach to the ICO and/or the data subject.
10. Sharing Personal Data
Data is shared only when required by law, necessary for public tasks, consented to, or required by contract. The Council never sells personal data.
11. Data Protection Officer (DPO)
The Council has appointed the chairman as the DPO who advises on compliance, monitors practices, and is the ICO contact point.  The DPO’s details are logged with the ICO.
12. Review of Policy
This policy is be reviewed every 3 years or sooner if legislation changes.
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